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About me

Howard and Jeanettes son in law

Mr. Renee Foot

Renee’s arm candy



About me



Agenda

• What to do if you are hacked, scammed or have 
your identity stolen

• Best Way to Track Passwords

• Retrieving Lost Files

• NCSA Website



Setting expectations



Setting expectations

Lots of information so no hand outs.. but I can 

email you

Question?  Raise your hand anytime



Agenda

What to do if you are hacked



Hacking vs Scamming

HACKING
• Taking advantage of 

technology vulnerabilities to 

gain access to your computer 

, your accounts or your identity

SCAMMING
• Taking advantage of your 

trust to gain access to your 

computer, your accounts 

or your identity 

$$$$



If you see this



What to do

Avoid clicking on links or buttons

Take a picture of the screen and turn 
off your computer

Never ever pay!!!



What to do

Get help from a trusted expert to rebuild your 

computer

Contact the Canadian Anti-Fraud Centre at 

1-888-495-8501

https://antifraudcentre-centreantifraude.ca/index-eng.htm


Encryption

What to do



Encryption

What to do



If you see this



What to do

Avoid clicking on links or buttons

Shut down and restart your computer

Still getting alerts? Get help from a trusted expert



If you see this



What to do

Don’t recognize it? Uninstall it

OR

Reset your browser 

Reset your Edge browser

Reset your Chrome browser

https://www.youtube.com/watch?v=yHvZVlPcOGA
https://youtu.be/uWu9h9EoYrA


Your password doesn’t work

What to do

Wait a bit… and try again

Change your password(s) 



Your password doesn’t work

What to do

Banking / credit card accounts – contact banks 

/ credit companies by phone.

If your bank see suspicious activity - contact both 

credit bureaus – Equifax and Transunion

https://www.consumer.equifax.ca/personal/
https://www.transunion.ca/


Agenda

What to do if you are scammed



Types of Scams



Types of Scams

CRA SCAM



Types of Scams



Types of Scams



Types of Scams



Scams – What to do

 Don’t trust any unsolicited or unexpected calls or emails!

 If phoned

 Hang up immediately

 Look up the organization or person and phone them

 If emailed 

 Someone you know .. Call them and confirm they sent the email

 Someone you don’t know… delete the email and block the sender



Companies fighting back against phone 

scammers

AI Granny 
Daisy is an artificially generated grandma created 
by a British phone company as the ultimate scam 
buster. 

Daisy's sole purpose is to talk to scammers all day 
so real people don't have to.

Since Nov. 14, Daisy has had more than 1,000 
conversations with scammers and wastes their 
time by telling irrelevant stories about her 
grandchildren and her cat Fluffy.

https://youtu.be/RV_SdCfZ-0s


Agenda

What to do if you identity is stolen



Identity Theft



Types of Identity Theft



What is the risk of Identity Theft

 Criminals could obtain new credit cards or loans under your 

name

 Criminals can steal your tax refund

 You could lose your home due to mortgage or title fraud

 Your credit score could be irreparably harmed

 You could spend large amounts of time and money 

recovering your identity



What to do – Identity Theft Insurance



What to do – Identity Theft Insurance



What to do - Identity Monitoring Service

Product Cost/year

IDAssist OnGuard Included with some BMO Chequing Accounts

Monitoring for up to 3 people

IDShield $180/yr for one person

$360/yr for up to 10 people

Lifelock $240/yr for one person

Services can monitor credit cards, passports, bank accounts, personal 

health numbers, and more.  Some include identity theft and fraud recovery 

and identity theft insurance.

https://www.bmo.com/main/personal/bank-accounts/onguard/
https://www.idshield.ca/
https://lifelock.norton.com/


What to do – Identity Monitoring Services

Demo of IDAssist OnGuard

https://www.bmo.com/main/personal/bank-accounts/onguard/


Hacks, scams and Identity Theft 

Recommended Next Steps

 Use hard to guess passwords and be sure to record them

 Get Identity Theft insurance or use an Identity Monitoring 
Service

 Enable automatic updates in Windows

 Enable two factor authentication on banking and credit card 
accounts.

https://youtu.be/XF4RWJbrCJ4


Be suspicious of emails containing links or 
attachments, even if its from someone you know.  
Phone them to confirm they sent the email. 

Be suspicious of unsolicited phone calls asking for 
your information.  HANG UP and phone the 
company or person directly.

Hacks, scams and Identity Theft 

Recommended Next Steps



Check if your account has been compromised 
at haveibeenpwnd 

Change the passwords for any compromised  
account

Demo of haveibeenpwnd

Hacks, scams and Identity Theft 

Recommended Next Steps

https://haveibeenpwned.com/


Product Cost/year Features

Microsoft Defender $0/yr Comes with Windows but not as fully featured as other 

anti-malware software below

Bitfender AntiVirus Plus $39.99/yr Malicious ad blocker, ransomware protection but only on 

1 device. 

Avast Premium Security $54.99/yr Covers 10 devices including computer, phone and 

tablets

Norton 360 Deluxe $49.99/yr Covers 5 devices including computer, phone and tablets 

/ includes password manager and VPN. If infected, 

remote support available to resolve.

Hacks, scams and Identity Theft 

Recommended Next Steps

Install anti-virus software

https://www.bitdefender.com/pages/consumer/en/new/cl-offer-opt/pcmag-v1/?pid=affBF&cid=aff|c|ir&dclid=COq2-K-T3YkDFVAbdgYdjoEU_A
https://www.avast.com/en-ca/lp-aff-consumer-store?utm_medium=affiliate&utm_source=commissionjunction&utm_campaign=5226272&utm_content=15454872&couponfield=yes&cjevent=c547c2db8156cc3de25fe511590388f4477184197a884bac8&trafficSource=affiliate&partnerid=5226272&programtype=CJ&clickID=21ac3b0ea2ee11ef83e96c320a1cb829&cjid=5226272#pc
https://us.norton.com/store?expid=NLLDEF&promocode=NLLDEF&SID=03el2swEtoPuiNYPcrqD7xc&cjid=5226272&clickid=6f5551aaa2ee11ef81673df80a1cb828&af_sub4=aff&af_sub5=CJ&c=CJ&cjevent=6f5551aaa2ee11ef81673df80a1cb828


Agenda

Best Way to Track Passwords



Password Trivia for scratch and win

80

On average, how many passwords 
do people have?



Password Trivia for scratch and win

123456

What is the most common password people 
use?



Password Trivia for scratch and win

$4

How much does it cost to buy a tool that can 
hack your password?



Password Trivia for scratch and win

$71

How much does it cost to buy hacked bank 
account information?



Best way to track Passwords - Paper

Pro

No technical skills 

required

Hack proof

Easy to access and share



Best way to track Passwords - Paper

Con

Can get messy

Where is it?

Easy to access and share



Best way to track Passwords

Paper password recommendations

 Store securely

 Organize 

 Make copies

 Use pen

 Use secret characters

 Keep account and  
password info separate



Best way to track Passwords - Paper



Best way to track Passwords – 

Password Managers

A password manager is

A computer program (or software or 

application or “app”) that stores and manages 

passwords.



Best way to track Passwords – 

Password Managers



Best way to track Passwords

Password Manager

Pro

Only remember 1 

password

Very secure

Many have extra security 

tools



Best way to track Passwords

Password Manager

Con

Can be expensive

Can be hacked*



Best way to track Passwords

Demo

Demo of Password Manager



Best way to track Passwords

Free Password Managers 



Best way to track Passwords

Free Password Managers - Apple

May require an update to your phone or 
tablet software



Best way to track Passwords – 

Password Managers Top 3 Paid

Product Cost/year Features Known for

Nordpass $15.50/yr 1 user / autofill and autosave / detects 

weak and re-used passwords / generates 

passwords 

Best overall

Dashlane $83.82/yr 1 users / unlimited devices / secure sharing 

/ VPN / generates passwords  / password 

history / detects week and re-used 

passwords

Best Security features

1Password $45/yr 1 user / autofill and autosave / detects 

weak and re-used passwords / generates 

passwords / travel mode

Best for new users

https://nordpass.com/password-manager/
https://www.dashlane.com/getpremium
https://start.1password.ca/sign-up
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Retrieving Lost Files



Retrieving Lost Files

YouTube has several videos that explain how to restore 

folders or files in Windows, including

Fix Disappeared Files and Folders in Windows 11

5 Free ways to recover deleted files on Windows 10

https://youtu.be/QIOq9bFZTZA
https://youtu.be/0SiTGVhWqT8


Retrieving Lost Files

Cloud Storage

What is the “Cloud”?



Retrieving Lost Files

Cloud Storage



Retrieving Lost Files



Retrieving Lost Files



Retrieving Lost Files

Cloud storage

Microsoft 365 automatically makes a copy (in the 

cloud)of your documents, photos, videos and more.

You can access your files, photos, videos from 

anywhere (with internet) on almost any device



Retrieving Lost Files

Free Cloud storage

 Free version of Microsoft 365. Includes Microsoft Word, Excel 
,Powerpoint and 5GB of cloud storage.

 5 GB of cloud storage can store

  25,000 documents

  @500+ photos

  @3 minutes of video

Free Microsoft 365 Online | Word, Excel, PowerPoint

https://www.microsoft.com/en-us/microsoft-365/free-office-online-for-the-web


Retrieving Lost Files

➢85 million documents

               OR

➢200,000 photos 

               OR

➢500 hours of video



Retrieving Lost Files

Other cloud storage options

Product Cost/year

Google One Free $0

Includes 15GB storage for 1 person only

Google One Basic $33.50 / year

Includes 100GB storage for up to 5 people

Google One Premium $168 / year

Includes 5TB storage for up to 5 people and other features

Apple Icloud $34.95/month for one person.. But includes TONs of extra security 

tools and software



Agenda

•  NCSA Website
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